WNudopmanronHas naMaTka i 00yJaromuxcs I pa3MeIIeHus Ha OHUIMaIbHBIX HHTEPHET-
pecypcax

C Kax/1bIM IOZIOM MOJIOICKH B UHTEPHETE CTAHOBUTCS 0OJIbIlIE, a IIKOJIBHUKU OJTHU U3 CaMbIX
aKTHBHBIX ITOJIb30BaTesne Pynera. Mexxay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOYHOCTEH, HHTEPHET HECET U NPpoOaeMbl. DTa namsTKa JOHKHA IIOMOYb Tebe 6e301macHo
HaxXOJUTHCS B CETH.

Komnbrorepabie BUpychbl

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTH KOMIIbIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBISETCS CIIOCOOHOCTh K Pa3MHOKEHMIO. B ononHeHue K 3Tomy,
BUPYCBI MOT'YT IOBPEUTH WM NOJHOCTHIO YHUUTOXKHUTH BCE (ailibl U TaHHbIE,
HOJKOHTPOJIbHBIE TI0JIB30BATEII0, OT UMEHU KOTOPOro ObLiIa 3allyllleHa 3apa)XKeHHasl Iporpamma,
a TaKk)Ke MOBPEIUTh WIH AaXKEe YHUUTOXKHUTh ONEPALIMOHHYIO CUCTEMY CO BCeMH (ailiamu B
1esioM. B OonbIIMHCTBE CllyyaeB paclpOCTPaHSIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Ucnonb3yii cOBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHB 3aLUThHI
OT BPEIOHOCHBIX IIPOrPaMM;

2. IlocTosiHHO ycTaHaBIMBal MayTH (IIUQPOBBIE 3aIIATKH, KOTOPHIE aBTOMATUYECKH
YCTaHABIIMBAIOTCA C IENIbIO IOPaOOTKH MPOTPaMMBbl) U Apyrue oOHOBJIEHUS CBOEH
OTIeparMoHHON cucTeMbl. CKayMBail HX TOJIBKO ¢ OPUIIMAILHOTO caiita pa3padorunka OC. Ecin
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIICHUS, BKJIIOUH €T0;

3. Pabotaii Ha CBOEM KOMITBIOTEPE IMOJT IPaBaMU IOJIb30BATENs, a HE a]MHHUCTpaTOpa. ITO HE
TII0O3BOJIUT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCA HA TBOEM IMEPCOHAIBHOM
KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE TPOTPAMMHBIE TPOTYKTHI U3BECTHBIX MTPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pu3HYeCKHid JOCTYH K KOMIIBIOTEPY [Tl TOCTOPOHHUX JIMLL;

6. Vcrionb3yil BHEIIHUE HOCUTENN UH(OpMAIIMH, TaKUe Kak (Iemka, AUcK uin ¢aitn u3
MHTEPHETA, TOJIBKO U3 MMPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTKphIBail KOMIIbIOTEpHBIE (hailiibl, MOTyYEHHbIE N3 HEHAIEKHBIX UICTOYHHUKOB. Jlaxke Te
(aiinel, KOTOpbIE pUCIa TBOM 3HAKOMBIN. JIyyllle yTOuHH y HETO, OTHPABJISII JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 310 He BHJI Tlepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb Opena, mapka. Eme B 1991
rojly HUJepaHJcKas KoMranus 3aperucrpuposaia openn "WECA", yto o6o3Hayano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBOIHasE TOYHOCTH".

Jlo Hamero BpeMeHH JoIuIa Ipyras ab0peBuaTypa, KOTopas sSBISIETCS TAKOH JK€ TEXHOJIOTHEH.
Ot10 abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO ¢ HAMEKOM Ha CTaHAPT BBICIICH
3ByKoBo# TexHuku Hi-Fi, uto B mepeBose o3HavyaeT "BbICOKasi TOYHOCTH'.



Ja, 6ecrutaTHbI HHTEPHET-IOCTYII B Kae, OTENAX U adpoIopTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B UHTEpHET. HO MHOTHE 3KCIepThI CUMTAIOT, YTO 0O0IIEe0CTYyIIHbIE Wi-
Fi cetu He aBnsitoTcs 6€30MaCHBIMU.

CoBeTbl 110 O0€30MacHOCTH paboThI B 00MIEI0CTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto nuuHyto uHpopMaluio uyepes oomenocrymnabie Wi-Fi cetu. Paboras B
HHX, )KeJIaTeIbHO He BBOIUTD MAPOJIH JOCTYIIA, JOTUHBI M KAKHE-TO HOMEPA,;

2. Ucnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE TPOrpaMMBI B OpaHaMayep. TeM caMbIM Th
obe3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi orkmroun ¢pynknuro "OOmuit qoctyn K ¢daiiaM 1 mpuHTepam".
Jannast QyHKIHS 3aKpbhITa 0 YMOIYAHUIO, OJJHAKO HEKOTOPHIE MOIh30BATEIIN aKTUBUPYIOT €€
JUTsl y100CTBa UCIIOJIb30BaHMsI B paboTe win yueoe;

4. He ucnone3yit myonuunsiii WI-FI nns nepenaun audHbIX JaHHBIX, HATPUMEP A7 BBIXO/1A B
COLMAIIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yii Tonbko 3amunieHHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-anmpeca BBoau UMeHHO "https://";

6. B moObunsHOM Tenedone otkimoun Gynkuuio "l[lonkmouenne k Wi-Fi aBromarnyecku". He
JIONyCKai aBTOMAaTH4eCcKOro MOAKIIIOYEHHs ycTpoiicTBa Kk ceTasM Wi-Fi 6e3 TBoero cormacwusi.

CoumnajabHble CeTH

CouuanbHbIE CETH aKTUBHO BXOJST B HAIly KM3Hb, MHOTHE JIFOJIA PAOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MuUIMap/1 4eI0BEK, YTO SIBISETCS OJHON
CeZIbMOM BCeX JKUTENEH TIaHeThl. MHOTHE MOJIh30BaTeNM HE TOHUMAIOT, YTO HH(pOpMaIus,
pa3MeIleHHas MU B COLIMATBHBIX CETAX, MOXKET ObITh HalJIeHa U UCTIOIB30BaHa KEM YTOJTHO, B
TOM YHCIIe HE 00s3aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO O€30IAaCHOCTH B COIMaJIbHBIX CCTAX:

1. Orpanuyb CIMCOK Apy3el. Y TeOs B APY3bsIX HE JOJKHO OBITh CIIYJailHBIX W HE3HAKOMBIX
JIIOAEH;

2. 3amuiaii cBOIO 4acTHYIO kH3Hb. He ykasbiBail mapounu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUUHYI0 HHPOPMAIKIO. 3T0YMBIIIJICHHUKA MOTYT MCII0JIb30BaTh JIaXe
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTE IMPOBECTU KAHUKYJIBI;

3. 3amminaii CBOO peryTaIuio - IEp>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpoc: XoTes ObI ThI,
4TOOBI APYrUe MOIB30BATENN BUJIENH, YTO ThI 3arpyskaemib? [logymai, mpexae 4emM 4To-To
OITyOJIMKOBATh, HAMMKCATh U 3arPY3UTh;

4. Eciiv Thl TOBOPHILB C JTKOJbMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIb3YH CBOE PEAIBHOE UMS U
JPYTyIo JUUHYIO0 HH(GOPMALIUU: UMSI, MECTO JKUTENBCTBA, MECTO Y4eOBbl U IpoYee;

5. N36eraii pazmemenus Gororpaduii B TaTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, 110
KOTOPOW MOKHO OIPEACTUTH TBOE MECTOMOJIOKEHNUE;



6. [Ipu peructpanuu B CONMATBLHONU CETH HEOOXOAUMO HCIIOIH30BATh CIOKHBIC MTAPOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Jlns counaabHOM CETH, MOYTHI U IPYTUX CATOB HEOOXOIUMO HCIIOJIb30BaTh Pa3HbIe MapOIH.
Torma ecnu T€0s1 B3IOMAOT, TO 3JIOYMBIIIJICHHUKHU TIOTyYaT JOCTYH TOJIBKO K OJJHOMY MECTY, a
HE BO BCE Cpazy.

DJIeKTPOHHBbIE IeHbI' U

DJEKTPOHHBIE JICHBTH - 3TO 0Y€Hb YAO0OHBIN CrIoco0 IIaTexel, 0JHaKO CYIIEeCTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JEHBIH.

:‘)J'ICKTpOHHBIe JCHBbI'M ITOABHUIIMCHh COBCEM HEAABHO M UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (yHKIMOHHUPYIOT M O HUX YK€ TIPOTIHCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHMMHBIE - 3TO T€E, B
KOTOPBIX pa3pemiaeTcs MpOBOIUTH onepauu 0e3 HAeHTH()UKALUY TTOJIb30BaTENs, a B
HEaHOHMMHBIX MJIeHTH(UKALKS 0Ib30BATEINA ABISAETCS 0053aTEIbHOM.

Taxxke cinenyeT pa3nndarhb 31EKTPOHHbIE (PUAaTHBIE AEHBIU (pPaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(HUaTHbIE ACHBIM (HE paBHBI TOCY/1aPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 OE30I1aCHOM pa60Te C DJICKTPOHHBIMU JICHbI'aMU:

1. I[TpuBsiku K cueTy MOOUIBHBIN Tene(oH. ITO camMblil yI0OHBIN U OBICTPBINA CIIOCOO
BOCCTAHOBUTH JIOCTYII K c4ery. [IpuBsi3aHHbIN TeehOH ITOMOXKET, eCJI 330y 1ellh CBOH
TUTATEeKHBINA AP0 UITU 3aiIeIh Ha CAliT C HE3HAKOMOT'O YCTPOUCTBA;

2. Ucnonw3y#t onHopa3oBbie maposu. [locne nepexoaa Ha yCHIICHHYIO aBTOPH3AIIUIO Te0e yiKe
He Oy/IeT yrpoXaTh OMAaCHOCTh KPa)XH UITU MepexBarta MiIaTeKHOTO MapoJis;

3. Beibepu cnosxHbIi mapons. [IpectynHukam Oyner He MPOCTO yraiaTh CIOXKHBIA MapOib.
Hanexubie maponu - 3To mapoyiv, KOTOpbIE COACPIKAT HE MEHEe 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, TU(PHI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIMIATEIbHBIN 3HaK u T.11. Hanpuwmep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CANTAaX, KOTOPBIM HE J10BEPSCIIb.
DJIEKTPOHHAsI TOYTA

DNEKTPOHHAs MOYTA - 3TO TEXHOJIOTHS U IIPEIOCTABIIIEMBIE €10 YCIIYTH I10 MEPECBIIKE U
MOJIYYEHUIO JIEKTPOHHBIX COOOIICHHM, KOTOpPBIE pacTIpeAEsIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO 3MEKTPOHHBINA MOYTOBBIN SIIUK BBITJISIIUT CIIEIYIOIIUM 00pa3oMm:
UMs_TI0Jb30BaTeNss(@uMsl_oMeHa. Takke Kpome rnepeaadu MpocToro TeKCTa, UMeeTcst
BO3MOXKHOCTb IepeiaBaTh (paitibl.

OcHOBHBIE COBETHI 10 6€30MacHO paboTe C INEKTPOHHOM MOUTOM:
1. Hamo BeIOpaTh mpaBUIIBHBIN MIOYTOBBIN cepBHUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD

6GCHHaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUIIC JOBCPATH TCM, KOI'O 3HACIIb U KTO HGpBBIfI B
pPEUTHHTE;



2. He yka3bIBaii B TMYHOM 1MoyTe JIMYHYIO HH(opMmaruo. Hanpumep, rydrie BEIOpaTh
"My3bIKaNbHBIN (aHaT@" wim "pokx2013" Bmecto "Temal3";

3. Mcnonb3yit ABYX3TaHyI0 aBTOPU3AIHI0. DTO KOT[a IOMUMO TapoJis HY)KHO BBOJIUTH KO/,
npucbuIaeMblil mo SMS;

4. Boibepu ciioxkHBINA Tapostb. I Ka)KI0ro MOYTOBOTO SIUKA JOKEH OBITh CBOM HAJIC)KHBIH,
YCTOMYUBBIN K B3JIOMY 1apOJIb;

5. Ecnu ecth BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH OTY
BO3MO>KHOCTB;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SITUKOB. [IepBbIi /151 4aCTHOM MEPENUCKHU ¢ apecaTaMu,
KOTOPBIM ThI JIOBEPSIEIIb. ITO JIEKTPOHHBIN aJipec HE Ha/I0 UCIIOJIB30BATh IIPU PETUCTPAIIUU Ha

dopymax u caiitax;

7. He oTkpbiBaii (paiinel U Apyrue BIOKEHHS B MUCbMAX, J1a)e €CJIM OHU MPUIILUIA OT TBOUX
npy3ei. Jlydie yro4Hu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. ITocie okoH4aHus pabOTHI HA MIOYTOBOM CEPBHUCE TEepe/] 3aKPhITHEM BKJIAJIKH C CAHTOM HE
3a0yap HaxaTh Ha "Beriitu".

Ku0epOyJUIMHT MM BUPTYaJIbHOE H3/1€BATEIbCTBO

KubepOymuHr - mpecieoBanue coOO0IEHUSIMH, COACPKAIIMMUA OCKOPOJICHHUS, arpeccHIo,
3allyrMBaHKe; XYJIUTAaHCTBO; COLMANbHOE OOMKOTHPOBAHUE C TOMOILBIO PA3JIMYHBIX HHTEPHET-
CEpPBHUCOB.

OcHoOBHBIE COBETHI IO 60pbOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiics B 60if. JIyummii cioco0: mocoBeToBaThes Kak ceOst BECTH U, €CIH HET TOT0, K
KOMY MO>KHO OOpaTUThCS, TO BHaYalle yCIIOKOUThCS. ECiy Thl HayHelb 0TBeYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ele 00JIbIle pa30kkellb KOH(IUKT;

2. YopaBnsii cBoei kubeppernyramnuei;

3. AHOHUMHOCTB B ceTd MHUMasl. CyIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyJIUTraHCKUI 00pa3 BUPTyaJIbHOM kU3HHU. IHTEpHET (PUKCHpYET BCE TBOU
NENCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. ColOtoiaii CBOO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyii einHNYHbIN HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIIEHNUS JIyUllle
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha HauaabHOU CTaauu;

7. Ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPAaBKU COOOIIEHUH C OMPEIeICHHBIX aIpecOB;

8. Ecnu ThI cBUzeTens KnubepOyummara. TBoU AEHCTBUS: BRICTYIHTH IPOTHUB MIPECIEI0BATEINS,
IIOKa3aTh €My, 4TO €T0 JEeHCTBUS OLICHUBAIOTCS HETaTUBHO, OLIECPKATh JKEPTBY, KOTOPOU



HYXHa [ICUXO0JIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBEICHHS B
CeTH.

MoOnabHbIi Tes1e()oH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEPKAT B ce0e BIOJIHE B3POCIbIA (DYHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPUPOBAThH CO CTAIIMOHAPHBIMU KOMITbIoTepamu. OJIHAKO, CPEICTB
3alUTHI JJI TOJI0OHBIX YCTPOMCTB MOKa 0O4eHb Maso. TecTupoBaHue U MOUCK YSI3BUMOCTEH B
HUX MMPOUCXOOUT HEC TaAK MHTCHCUBHO, KaK JJI HK, TO XK€ CaMO€ KacacTCia U MO6I/IJIBHLIX

MIPUITOKEHU .

CoBpeMeHHbBIE MOOUIIBHBIE Opay3ephl YK€ MPAaKTUYEeCKU JOTHAIH HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacuupenue QpyHKIMOHAA BIeYeT 3a COO0H OOJBIIYIO CI0KHOCTh U MEHBIIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHoOBHBIE COBETHI ISl 0€3011acHOCTH MOOMITBFHOTO TenedoHa:

Huuero He sBisieTcs MMO-HACTOAIICMY OecIuIaTHBIM. By,HL OCTOPOKCH, BCAb KOr'aa TeOe
npeajararoT OecIuIaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUC-TO INIATHBIC YCIIYTU,

Jymaii, npexnae yem otnpaButb SMS, ¢hoTo nnm Buaeo. Tl TOUHO 3HAELIb, IJI€ OHU OyAYT B
KOHEYHOM HuTOre?

Heo6x011umMo 00HOBIIATH ONEpAllMOHHYIO CUCTEMY TBOETO CMAapT(OHa;
Hcnonb3yit aHTUBHPYCHBIE POTPaMMBbl JJ11 MOOUJIBHBIX TeJE(OHOB;

He 3arpy>1<a171 IMPUITOKCHUA OT HCU3BCCTHOI'O UICTOYHUKA, BEAb OHU MOTYT COACPIKATh
BPCAOHOCHOC TPOIpaMMHOC O6CCHC‘-ICHI/IC;

[Tocne TOro Kak THI BBIWEIIH C caiiTa, T/ie BBOIMII JTHUHYIO HHPOPMAIIUIO, 3aiiI1 B HACTPOHUKH
Opaysepa u ynanu cookies;

HepI/IOI[I/ILIeCKI/I HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPC,

Jagaii cBoii HOMep MOOMIBHOTO Tene(oHa TOIBKO JTOSIM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEPSIEIIIb;

Bluetooth momken ObITH BBIKITIOUEH, KOTIa Tl UM HE TOJIB3yenibes. He 3a0biBait mHOT 1A
MPOBEPSITH 3TO.

Online urpsi

COBpeMeHHHe OHHafIH-HFpBI - 9TO KpaCOYHBIC, 3aXBAaTbIBAIOIIUE PA3BJICYCHH, O6L€I[I/IH$IIOHII/IC
COTHH TBICAY YCIIOBCK 11O BCEMY MUDY. I/IFpOKI/I HUCCIICAYIOT ,Z[aHHBIfI UM MUp, 06H_[3.IOTC$I Apyr C
APYrom, BBITTIOJHAIOT 3aJaHus, CPAKAOTCA C MOHCTpaMU U MOJTYYarOT OIIBIT. 3a YAOBOJIBCTBUC
OHU IJIATAT: IMOKYIIAOT AHUCK, OIIJIIaYUBAIOT a0OHEMEHT HJIH HpI/IO6pCTaIOT KaKHuC-TO OIIIHH.



Bce a1u cpeacTBa uayT Ha MoAEpKaHUE U PA3BUTHE UTPHI, @ TAKXKE HAa caMy 0€30MacHOCTb:
COBEpUICHCTBYIOTCS CUCTEMBI aBTOPU3ALINHU, BBITYCKAIOTCS HOBBIE MaT4X (LHU(POBBIE 3aIIaTKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT onacaTtbCqa HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KPaXKHu TBOCTO
mapoJri, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOpU3allun OOIBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Ecnu pyroii urpok BeneT cedst MI0X0 WK co3aaeT Tede HeNPHUATHOCTH, 3a0JI0KUPYH ero B
CIIHCKE UTPOKOB;

2. HO)KaHYﬁCH AIMUHHUCTpAaTOpaM MI'PbI Ha IJIOXO0E ITOBCACHUC 3TOI'0 UI'POKa, KCJIATCIIBHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He ykaspiBaii Tn4uHyt0 HHPOPMAIUIO B Tpodaiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouIIMaIbHbBIE TATYH U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE 1apOJIy;

7. Jlaxxe BO BpeMsI MBI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Ka ThI Urpaenib, TBOM KOMIIBIOTEP
MOTYT 3apa3UTh.

OUIIUHT WA Kpaika JUYHbIX JaHHbIX

OOBIYHOM KpaXkeil eHeT U TOKYMEHTOB CErOAHS YK€ HUKOTO He YIUBUIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIICHHUKH IEPEMECTIIINCH B MHTEPHET, U TIPOIOJKAIOT
3aHUMAThCS "IMIOOUMBIM" IEJIOM.

Tak nosiB1ach HOBasi yrpo3a: UHTEPHET-MOLIEHHUYECTBA WX (DUILIUHT, TJIaBHAs 11eJ1b KOTOPOTro
COCTOUT B MOJIyY€HUH KOH(GUAESHIMATBHBIX JAHHBIX M0JIb30BaTeNeH - JOTMHOB U naposieil. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing - peidHas noBis, password -
apoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITHHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl 0103peBaelib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0uMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonw3yit 6e30macHbie B€O-CAThI, B TOM YHCIIE, MHTEPHET-MAara3uHOB M TIOMCKOBBIX CHCTEM;

3. Ucnonw3yit ciioxHbIe U pa3HbIe apoiid. TakuM o0pa3om, eciau TeOs B3IOMAIOT, TO
3II0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te6s B3MOMau, TO HEOOXOAUMO MPEayIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
N00aBIICHBI y T€OS B IPY3bsX, O TOM, UTO T€OS B3JIOMAJIA U, BO3MOYKHO, OT TBOETO UMEHHU OyieT
pacchlIaThes CIaM U CChUIKM Ha (PUITMHTOBBIE CAMTHI;



5. Ycranosu HanexHbIi naposs (PIN) Ha MOOHIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpsiBaii (ailsibl U Apyrue BIOKEHUS B HUCbMaX, Ja)K€ €CIIM OHU NPUIILTH OT TBOMX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

Hudposas penyranus

[udposas pemyTanus - 5T0 HETaTUBHAS WA NO3UTUBHAS MH(OpPMAIHS B CETH O Tebe.
Komnpomerupyromas nHopmarus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOM xu3Hu. "Lludposas pemyranus” - 3T0 TBOI UMUK, KOTOPBIN
dbopmupyeTcst 3 UHGopMauu 0 Tebe B HHTEPHETE.

TBoe mecTo KUTCJILCTBA, y‘Ie6BI, TBOC (1)I/IH8.HCOBO€ ITIOJIOKCHUC, 0COOEHHOCTH XapakKTepa u
pacCcKasbl O OJIM3KHUX - BCE 3TO HAKAINIMBACTCSA B CETH.

MHorue noapoCTKU JETKOMBICICHHO OTHOCSTCS K MyOJIMKAINK TUYHON HHPOPMAIIIH B
WNHuTtepHeTe, HE MOHUMAsI BO3MOXKHBIX TTOCIIEACTBUN. ThI 1ayke HE CMOXKEIIb JOTaaaThCs O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3a/l, cTajia MPUYNHON 0TKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u gpyrue AeicTBUs MOTYT HE HCUE3HYTh JaXe
MOCJIE TOTO, KaK Thl X YJAIHIIb. Thl HE 3HACIIH, KTO COXPAHIII 3Ty HH(POPMALIHIO, TIOTaJa JIX
OHA B IMOMCKOBBIE CUCTEMBI M COXPaHUIIACh JI OHA, a TJIABHOE: UTO MOAYMaoOT 0 Tebe
OKPYKAFOIIHE JTFOAM, KOTOPhIC HAUAYT M YBUIAT 3T0. HaliT MHpOpMAIUIO MHOTO JIET CITYCTSI
CMOKET JIt000i1 - Kak U3 100pBIX TOOYKACHH, TaK U C HAMEPEHHEM MIPUYUHUTE Bpel. ITO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON pemyTaruu:

1. ITogymaii, mpex e 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B OJ0re UM B COLUAIBHOM
CeTH;

2. B HacTpolikax npo¢uiis yCTaHOBU OTPAaHUYEHUS Ha IPOCMOTP TBOETO MPOPHIIS U €ro
COJZIEP’)KUMOT0, CIIENal €ro TOJIbKO "Il Ipy3en';

3. He pa3smemaii u He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOro-1Ti00 OCKOPOISATh MK
00MXKaTh.

ABTOpCKOe IPaBo

CoBpeMeHHbIE IITKOJIBHUKY - aKTUBHBIE TOJIb30BaTENH I (PpoBOro npocrpancTBa. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO M0JIb30BAaHHE MHOTUMHU BO3MOKHOCTSIMH LIM(PPOBOro Mupa TpedyeT
COOJIIOJICHHS TTPaB HAa MHTEIJIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMmuH "HHTEIEKTYyalbHasi COOCTBEHHOCTB" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOro yMa, HauMHasi C HOBBIX M300pETeHH U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, M 3aKaHYUBasi KHUTramu, pororpadusMu, KHHOGUIbMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEIJICKTYAIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPATYpPhl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B KAYECTBE TAPAHTUH TOTO, YTO



MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/ET HAlpacHbIM, AaCT €My CIIpaBeIMBbIC
BO3MO>KHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYyUYUTh U3BECTHOCTh U MIPU3HAHHUE.
Huxkro 6e3 pa3zpemieHust aBTopa He MOXKET BOCIIPOM3BOAUTE €T0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
MyOJIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTHUPOBATH, IIyCKaTh B MPOKAT, ITYOJIUYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B A(Hpe WK pazmemiaTs B IHTepHeTe.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOTO 00€CIIeYeHUsI MOXKET MPUBECTH K MHOTUM
pHCKaM: OT OTEPH JTAaHHBIX K TBOUM aKKayHTaM 10 OJIOKHPOBKH TBOETO YCTPOMCTBA, I'/ie
yCTaHOBJICHA HelslerajbHast mporpamma. He ctout Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalIbHbIC
1 OecIutaTHBIE TPOTPaMMBbI, KOTOPhIE MO>KHO HAWTH B CETH.

O nopraJjie

CereBU4OK.p( - TBOI TJIABHBIN COBETYHK B CETH. 3/IECh Thl MOKEIIh Y3HATh O 0€30MaCHOCTH B
CETH MOHSATHBIM U JIOCTYITHBIM SI3IKOM, a P BOHUKHOBEHUHN KPUTUYECKOM CUTYaIHH
00paTHThCS 32 COBETOM. A TaKKe MPUHATH YIacTHE B KOHKYPCaxX M CTaTh CAMBIM ITU(POBEIM
rpax jaHuHOM !



